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Davis, S. & Arrigo, B. (2021). The Dark Web and Anonymizing Technologies: Legal Pitfalls, Ethical Prospects, and Policy
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Issues and Approaches of International Law Regulation of Darknet Cybercrime

LI Yan
(School of Law, Henan University of Economics and Law, Zhengzhou, 450046)

Abstract: The anonymity, encryption and transnational nature of the dark net make darknet cybercrime more
specific than ordinary cybercrime. The limitation of general international criminal rules and international criminal
rules for cybercrime, as well as the lack of binding force of international soft law, affects the effectiveness of
international law regulation of darknet cybercrime. To solve the problem of international law regulation of darknet
cybercrime, higher requirements are put forward for technology governance, top-level design and law enforcement
cooperation. The principle of combining technology and rule of law should be established, the law should
promote and safeguard the development of technology, and the regulation paradigm of law should be expanded
by technology. It is necessary to construct and improve the top-level design of international governance of
darknet cybercrime, promote the addition of “darknet cybercrime” provisions in the international criminal rules of
cybercrime and the elaboration of domestic regulations on darknet cybercrime. It is also important to continually
strengthen international law enforcement cooperation against darknet cybercrime, and ensure the inclusion of
developing countries.

Keywords: Darknet Cybercrime, Anonymity, Encryption, United Nations Convention against Cybercrime
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